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Abstract—The Internet of Things is increasing its span in our
daily life, intelligent homes, agriculture, industries and smart
cities are few popular fields among application areas. Use of
smart devices connected over the network can be seen in the
mentioned fields. Vast data is collected through the connected
devices using wireless sensors and then transmitted over the
network to the edge and cloud for the computation. The increase
in sensory devices lead to more data generation thereby there is
also raise in wireless terminals as now more data is generated.
This brings some challenges that need to be resolved, like
processing delay leading to more time consumption, data
bandwidth issues affecting data transfer rate and computation
capability. It has been identified that massive work needs to be
researched on communication medium to provide IoT services
among the applications. Various frameworks like TelcoFog,
Edge framework, CoSMOS, ROUTER, FogFlow, Deep
Learning and IoTecture were studied and their results were
analysed. This paper aims to understand the role of different
communication channels for edge/fog and cloud-based
computing, and understand their role in different computation
methodologies.
Keywords—Internet of Things, cloud/edge computing, 5G,
communication channels

I. INTRODUCTION
The involvement of Internet of Things (IoT) is rapidly
increasing in day to day applications like smart homes,
agriculture, transport and industries which are used to provide
the routine services to the users. IoT applications demand a
highly scalable environment due to the growth-oriented
architecture, which raises several challenges in the
development and deployment of IoT applications and
services. These requirements raise another issue due to
massive data generation over many sensors deployed over the
physical devices. Such massive data generation raises the
need for high computation and demands the faster wireless
terminals and communication channels [1]. Different
communication channels are available and used by many
authors to implement their proposed frameworks and models
to provide IoT applications and services. 5G networks,
Mobile Edge Computing (MEC) are few of the proven and
promising technologies among the solutions to many wireless
terminals. It works by making computing and caching near to
edge of the network [2].
With the rapid development and evolution in IoT
applications, involved use case scenarios, computing is
reaching and becoming part of all the activities of the daily
life. Such evolvement is creating a significant shift from
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application development to deployment. With influence
increasing exponentially, an intelligent methodology for
deploying these applications is critical for achieving effective
utilization of the network infrastructure. For affective
deployment of IoT application modules in fog-cloud
architecture, there is requirement of efficient utilization of
the network infrastructure by the applications. Main types of
network structures are available that act as a medium of
communication among physical devices and the cloud. Fog
computing brings the IoT applications closer to the source
devices and users. Here the computation is dynamically
distributed across the fog and cloud layer [3]. A new
paradigm termed computation or data offloading to solve
critical issues like latency and energy consumption between
the IoT applications has been proposed by many researchers.
The focus is to implement different offloading approaches to
make offloading an adaptive approach with the change in an
environment by using a smart gateway. For data and
computation offloading, researchers are actively working to
identify offloading schemes with the changing environment
[4]. Under the key requirement to achieve fast response and
efficient data storage with minimum energy consumption [5]
for IoT applications and services different communication or
network schemes are used. Fig. 1. Schematically shows the
standard edge/cloud communication scenario where different
network channels can be used as a median of communication.
In Figure 1. edges show the devices generating large
amount of the sensor data that is of raw form, for extracting
and processing information out of them they need to be
processed over the micro-data centers / cloudlets forming the
fog architecture. Sometimes according to the resource
requirement or the fog capacity data required to be processed
over the cloud, under such scenario channel or medium to
transfer data may play a vital role and considered as an
objective under current research to achieve efficient services
among IoT applications.
The purpose of the development of fog computing scheme
was to serve as intermediate in between IoT and cloud, and
thus making a hierarchy for processing and computing, by
bringing it near to the edge devices itself and improve the
performance parameters. There is a possibility of reduction
of data transfer and communication time by uniting fog and
cloud structures and can also aid in reducing latencies, as fog
computing resources exist closer to the edge devices [6]. In
next section we have discussed the literature where many

papers have proposed smart communication methodologies
by implementing a smart gateway in between.

Fig. 1. General Edge/Cloud communication scenario

II. LITERATURE SURVEY
In this section we will discuss the several proposed
frameworks and models for the smart communication among
the edge/fog-based cloud structures, their role and working
for providing the IoT services to the end users.
To provide service usage for external applications like smart
city, industry or IoT a TecoFog [7] architecture is proposed
by Vilalta et. al, here a novel, secure, distributed fog
computing architecture is given. Services are given at the
edges of wire or wireless network having telecom operators,
with the purpose of bringing manifold unified, cost-beneficial
and new 5G services, like Network Function Virtualization
(NFV), Mobile Edge Computing (MEC). Authors in [8]
proposed a Heating, Ventilation and AC (HVAC) service
developed using YANG modelling language, built up for IoT
services and their description. The model basics for joining
the NFV and MEC services, letting telecom workers to lessen
their Total Cost of Ownership (TCO) [8].
Study show that as huge amount of data is generated at the
end points, processing this data at edges can improve the
performance of whole system [9], on such theory Hossain et.
al [10] presented an edge computing approach, besides
processing all the data at the cloud which is costly
methodology in terms of processing time, latency and
storage. Here the computations are brought near to the
devices where data is produced to minimize such challenges,
a fixed window size approach is used where node samples the
sensor stream data.
For offloading data and computations context-based
structures are gaining importance, in this stream a ContextSensitive Model for Offloading System (CoSMOS) is
presented in [11], here authors proposed a situation sensitive,
self-adaptive decision support offloading model for mobile
cloud computing systems. A Mobile Cloud Computing
(MCC) based existing MpOS [12] model is used for the
implementation as its foundation. To decide accurately for

making the decision about offloading of applications
components, the offloading choice is made on estimation of
implementation time and consumption of energy for the
applications to improve systems execution. Authors in [5]
proposed Dynamic Energy Efficient Data offloading (DEED)
scheduling algorithm, it display an unstable channel state in
network communication model. Three models task
reliability, energy consumption and device reliability are
given with the sole purpose of optimizing energy
consumption.
A fog powered cloud computation-based framework is
given by Singh Gill et al. [13], founded on the idea of
managing of resources for smart homes. The presented
method is named as ResOUrce managemenT tEchnique for
smaRt homes (ROUTER), the whole thing works on the
various parameters like the total time taken to respond,
bandwidth consumed over the network, consumption of
energy and latency in parallel by making use of Particle
Swarm Optimization algorithm (PSO) to enhance the
performance of these parameters. Authors in [14] presented a
a computing framework based on fog architecture termed as
FogFlow for IoT smart city platforms. FogFlow’s framework
shows programming model that lets developers to program
over the cloud and edges for scalable IoT services. A standard
approach is used and next generation service interface
(NGSI) based on contextual data transfer is given.
Integration of MEC with the 5G ecosystems and role of
Small Base Stations (SBS) and challenges are discussed in
[15], Zhao et. al [16] taken this study further and realised the
need of accurate prediction for making the decision of
offloading data. In this framework to determine the
offloading scenario that whether it ought to be achieved on
Small Base Stations (SBS), a multi-LSTM grounded
estimation model is created. Based upon the estimation,
worth and priority of the end user, Cross Entropy (CE)
methodology based offloading algorithm is projected to

enhance the system performance. In [17] authors proposed
IoTecture a 5-layer based architecture for IoT and IoTinuum
a 5-stage Computing Continuum for IoT, taking six
configurations a performance analysis is done. A Low Power
Wide Area Network (LPWAN) technology LoRaWAN is
used for the deployment and the implementation.
III. COMPARATIVE STUDY
TecoFog [7] uses the 5G services for the network building,
HVAC service is presented in the model for IoT services
description. It allows telecom operators to reduce their Total
Cost of Ownership. In [9] Edge Computing approach is
presented; here multi-interface cellular base stations are used
to transfer the data with fixed window size approach. The
presented CoSMOS [11] model presents a context based
scheme where adaptive offloading is performed by the model
for mobile cloud. WiFi & 3G offloading communication
support used for the experimentation purpose. ROUTER [13]
uses the 3G/4G and WiFi to create the field area network, it
gathers data by bottommost layer (IoT) and creates
communication among edge devices and the cloud datacentre.
FogFlow [14] a fog computing-based framework, having IoT
services for cloud and edges for serving smart city platforms.
It uses MQTT protocol as a mediation operator. A deep
learning based a multi-Long Short Term Memory
(LSTM) approach is presented in [16] where WiFi AP is used
to offload devices from small base stations (SBS). In [17] WiFi WLAN and 4G connection are used for connectivity. The
low power wide area network (LPWAN) such as LoRaWAN
is used to implement FIWARE-based IoT platform.
For TecoFog in Figure 2. we had considered only total
orchestration delay, in edge case scenario we had taken
approximate average of three scenarios discussed in paper
0.102 seconds (sec) in offline mode for CityPulse data set, 0.4
seconds for the Chicago park data set and approximately 4.35
seconds in real-time scenario. On the same guideline the
maximum average execution time is calculated for CoSMOS
but in two scenarios, where 0.914 seconds over Cloudlet
WiFi, 1.067 seconds over the Cloud WiFi and 5.024 seconds
over Cloud 3G is not considered as the time increases in 3G
communication model. One important point to see in this
framework is that Cloudlet WiFi is the most successful model
in CoSMOS. ROUTER has average response time and
latency of 6.768 seconds. Average response time of the
FogFlow- Discovery is taken as it is divided into three
categories of 0.508 milliseconds (ms) in ID-based, 0.614 ms
in topic-based and 1.850 ms in geoscope-based. IoTecture
IoTinuum framework shows two situations of smart
agriculture and city where 212 ms, 249 ms and 410 ms over
500,1000 and 1500 messages per minute for smart
agriculture. 199 ms, 219 ms and 597 ms over 480, 960 and
1440 messages per minute of smart city.
Figure 3. displays the maximum approximate average
energy consumption of CoSMOS and ROUTER frameworks.
Energy consumption of other frameworks which are part
of literature are not available, the Figure 3. Clearly shows the
advantage of using the WiFi network channel.

Figure 4. presents the overall throughput for the available
models, this compares the performance of these computing
frameworks.
The mentioned SBS is implemented over the WiFi
network channel, thus by comparing we can conclude that
WiFi frameworks implementation has better performance.
TABLE I
COMPARISON OF DIFFERENT FRAMEWORKS
Average
Throughput
(Mbps)

Average
Energy
Consumption
(Joules)

Average
Execution
Time
(Milliseconds)

20

NA

0.9908

15.62

NA

NA

1.24

NA

NA

467.5

NA

NA

NA

0.452

NA

NA

0.371

1971

CoSMOS (Cloud 3G)

NA

1.574

NA

ROUTER

NA

3.3389

6768

NA

NA

20350

NA

NA

1617

NA

NA

291

NA

NA

339

Frameworks/Models

FogFlow-Discovery
(ID-based)
FogFlowDiscovery(topicbased)
Deep Learning Model
(single-SBS)
Deep Learning Model
(multi-SBS)
CoSMOS (Cloudlet
WiFi)
CoSMOS (Cloud
WiFi)

(TecloFog) Total
Orchestration delay
Edge Computing
Structure
IoTecture IoTinuum
(Smart Agriculture)
IoTecture IoTinuum
(Smart City)

TABLE I presents the different frameworks and models
with their approximate average throughput, energy
consumption and execution time in different communication
scenarios. Here NA means data is not part of respective
authors research and experimental work.
IV. FUTURE DIRECTIONS & CHALLENEGES
From the literature review and results it has been
identified, that their exists some limitations with the existing
work and there is scope of study in future. Mentioned points
lists the identified challenges and scope of future work in
them.
• In future there is possibility of work by developing
algorithms that can be learning based or hybrid to
supports mobility-aware optimization for edge
computing. Fault tolerance algorithms can be added
with the algorithms as during communication of
data many faulty situations arises.
• Computation offloading to process the information
on cloud or edges is new and bright scenario to
achieve accurate IoT services with key performance
parameters like latency, time and energy
consumption. In future more, work can be done on

•

•

•

offloading strategies possibly with some hybrid
algorithms to further improve them.
As there are various advantages, there is also
chances of degradation of performance due to the
implementation of computation offloading
techniques. This can be due to unbalanced changing
environment and varying usages of applications as it
kept growing with the time. Therefore, in the
direction of making improvement to optimize
application execution environment, self-supportive
and context adaptive and sensitive capabilities are
needed.
The integration of IoT services with the cloud and
fog structures is already challenging and issue
further rises with the deployment of 5G, as it is not
fully successful. With such integration more, issues
also raised in terms of resource managements as IoT
applications are highly scalable and heterogeneous
modules keeps on adding.
There is requirement of more research and
experimentation work to more properly understand
the role of different communications channels, to
study this same model can be tested on different
networks channels.

has been funded from the in-house grant of Chitkara
University.
REFERENCES
[1]

[2]

[3]

[4]

[5]

[6]

[7]

[8]

V. CONCLUSION
To provide the IoT services role of different network
architectures are studied, from the analysis of results it has
been identified that communication channels is mostly
ignored and there is more focus on methodology on
performing the computations.
Although very less work has been done on communication
channels, but from the analysed results it can be figured out
that WiFi and 5G services have more importance and can be
preferred over the 3G like network scenarios.
It also has been identified that it’s true to say that to perform
the computations for achieving the optimum response in
terms of time consumption, energy and overall throughput in
edge/cloud-based structures the computation and offloading
methodologies has more impact.

[9]

[10]

[11]

[12]

[13]

Although a little impact by the communication channel is
due to common protocols used by the communication
channels like MQTT, their role can’t be ignored. The
communications channels do improve the implementation
and execution process for the applications, but also
occasionally they can lead to reduce its performance due to
rapidly changing environment termed as unstable
environment and due to scalability changing application
usages.

[14]

ACKNOWLEDGMENT

[17]

This work has been carried out in wireless sensor network
research facility in Computer Science and Engineering
department of Chitkara University, India. This research facility

[15]

[16]

E. Bastug, M. Bennis, M. Medard, and M. Debbah, “Toward
Interconnected Virtual Reality: Opportunities, Challenges, and
Enablers,” IEEE Commun. Mag., vol. 55, no. 6, pp. 110–117, Jun.
2017.
S. Wang, X. Zhang, Y. Zhang, L. Wang, J. Yang, and W. Wang, “A
Survey on Mobile Edge Networks: Convergence of Computing,
Caching and Communications,” IEEE Access, vol. 5, pp. 6757–6779,
2017.
M. Taneja and A. Davy, “Resource aware placement of IoT application
modules in Fog-Cloud Computing Paradigm,” in 2017 IFIP/IEEE
Symposium on Integrated Network and Service Management (IM),
May 2017, pp. 1222–1228.
X. Chen, S. Chen, Y. Ma, B. Liu, Y. Zhang, and G. Huang, “An
adaptive offloading framework for Android applications in mobile
edge computing,” Sci. China Inf. Sci., vol. 62, no. 8, p. 82102, Jul.
2019.
H. Yan, X. Zhang, H. Chen, Y. Zhou, W. Bao, and L. T. Yang, “DEED:
Dynamic Energy-Efficient Data offloading for IoT applications under
unstable channel conditions,” Future Gener. Comput. Syst., vol. 96, pp.
425–437, Jul. 2019.
Bittencourt, L., Immich, R., Sakellariou, R., Fonseca, N., Madeira, E.,
Curado, M., ... & Rana, O. (2018). The internet of things, fog and cloud
continuum: Integration and challenges. Internet of Things, 3, 134-155.
R. Vilalta et al., “TelcoFog: A Unified Flexible Fog and Cloud
Computing Architecture for 5G Networks,” IEEE Commun. Mag., vol.
55, no. 8, pp. 36–43, Aug. 2017.
R. Vilalta et al., “Transport Network Function Virtualization,” J.
Lightwave Technol., JLT, vol. 33, no. 8, pp. 1557–1564, Apr. 2015.
S. K. Alamgir Hossain, A. Rahman, and M. A. Hossain, “Edge
computing framework for enabling situation awareness in IoT based
smart city,” J. Parallel Distrib. Comput., vol. 122, pp. 226–237, Dec.
2018.
B. Li, L. Gillam, and J. O’Loughlin, “Towards Application-Specific
Service Level Agreements: Experiments in Clouds and Grids,” in
Cloud Computing: Principles, Systems and Applications, N.
Antonopoulos and L. Gillam, Eds. London: Springer London, 2010, pp.
361–372.
F. A. Nakahara and D. M. Beder, “A context-aware and self-adaptive
offloading decision support model for mobile cloud computing
system,” J. Ambient Intell. Humaniz. Comput., vol. 9, no. 5, pp. 1561–
1572, Oct. 2018.
P. B. Costa, P. A. L. Rego, L. S. Rocha, F. A. M. Trinta, and J. N. de
Souza, “MpOS: a multiplatform offloading system,” in Proceedings of
the 30th Annual ACM Symposium on Applied Computing, Salamanca,
Spain, Apr. 2015, pp. 577–584.
S. S. Gill, P. Garraghan, and R. Buyya, “ROUTER: Fog enabled cloud
based intelligent resource management approach for smart home IoT
devices,” J. Syst. Softw., vol. 154, pp. 125–138, Aug. 2019.
B. Cheng, G. Solmaz, F. Cirillo, E. Kovacs, K. Terasawa, and A.
Kitazawa, “FogFlow: Easy programming of IoT services over cloud
and edges for smart cities,” IEEE Internet of Things Journal, vol. 5, no.
2, pp. 696–707, 2017.
T. X. Tran, A. Hajisami, P. Pandey, and D. Pompili, “Collaborative
Mobile Edge Computing in 5G Networks: New Paradigms, Scenarios,
and Challenges,” IEEE Commun. Mag., vol. 55, no. 4, pp. 54–61, Apr.
2017.
X. Zhao et al., “Deep learning based mobile data offloading in mobile
edge computing systems,” Future Gener. Comput. Syst., vol. 99, pp.
346–355, Oct. 2019.
I. Zyrianoff et al., “Architecting and Deploying IoT Smart
Applications: A Performance–Oriented Approach,” Sensors , vol. 20,
no. 1, p. 84, Dec. 2019.

Fig. 2. Experiment results of different implemented frameworks

Fig. 3.

Approximate average energy consumption of frameworks

Fig. 4. Overall average throughput for frameworks

