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Abstract

Fixed-wing UAVs (FW-UAVs) are empowered to handle diverse civilian and military missions, but sensor failure
scenarios are constantly rising. Rapid advancement in deep learning methods currently proposes state-of-the-art
solutions for fault detection of UAVs. However, most recent deep learning-based detection models suffer from model
size, high computational complexity, and high-power consumption, which are challenging for small-sized FW-UAVs
with limited battery backup and computational power. Therefore, to overcome these problems, this article introduces
a lightweight CNN model built on prior work combined with the LSTM-AM framework to obtain accurate fault
detection of FW-UAVs with low power consumption and fast computations. First, lightweight CNN architecture aims
to minimize computational complexity while maintaining high accuracy in fault detection. The LSTM model merged
with Attention Mechanism (AM), allows the architecture to obtain temporal dependencies and concentrate on essential
features for enhanced fault detection accuracy. The combined version of lightweight CNN, LSTM, and AM commits
to more reliable and efficient fault detection in FW-UAYV applications, improving UAV drones' overall performance
and safety.
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1. Introduction

In recent years, there has been a substantial advancement in unmanned aerial vehicle (UAV) technology. The UAV is
so enriching that it empowers the UAV to handle complex missions in many fields of both military and civilian, such
as aerial photography [1], emergency rescue [2], and traffic monitoring [3]. However, UAVs have drawbacks such as
size restrictions, high accident rates, and development costs. To overcome these issues, the research community has
shown arising interest in the real-time fault detection approach. Besides, in this process, while detecting the impending
faults, the airborne required maintenance and recovery measures are scheduled to prevent disasters during flight. In
addition, within a wide range of UAVSs, fixed-wing unmanned aerial vehicles (FW-UAVS) are a category of aircraft
capable of consuming low energy while flying which rely on passive lift generated through the wings. With this ability,
they can execute tough tasks requiring longer endurance and high-altitude flying. Conversely, (FW-UAVS) endure a
high rate of failure because of complex systems in quite rough service environments and have a deficit of real-time
decision-making abilities, which can lead to mission failure, economic losses, and possible catastrophic casualties.

Here are some potential uses, taking into account various climatic conditions and mission profiles: 1) environmental
monitoring: In order to monitor the environment, such as by detecting forest fires, evaluating air quality, or keeping
an eye on wildlife populations, in such scenario, FW-UAVSs are first in selection. 2) precision agriculture: FW-UAVs
can be utilized in precision agriculture to track crop health, pinpoint disease outbreaks, and maximize resource
utilization, which guarantees that reliable data is captured for crop analysis. 3) Security and Surveillance: FW-UAVs
are important in security and surveillance applications, for instance, border patrol, disaster response, and infrastructure
monitoring. With these applications and various climatic conditions, faults can happen to any UAV. Therefore, it is
necessary to build a fault detection system considering UAVS' size, computational power, and battery backup,
improving situational awareness and decreasing the risk of compromised UAV functionality in serious scenarios. Fault
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detection is crucial in guaranteeing the safe and dependable operation of unmanned aerial vehicles (FW-UAVSs). By
adopting Maintenance 4.0 and Maintenance 5.0 concepts [4, 5], FW-UAYV fault detection, which needs worker skills
and intelligent technology, may be considerably enhanced.

The safety of UAVs has attracted many researchers. For this purpose, many options are considered, such as hardware
redundancy (HR), which is the preferred preference for enhancing aircraft reliability with the help of integrating
redundant hardware for critical elements, namely the control system, to prevent system-level failure. Hardware
redundancy is quite famous in aviation applications because of its high reliability. However, due to payload, size, and
manufacturing costs, HR is not a practical application for UAVs. Hence, for the aim of fault detection, analytical
redundancy was proposed by HR in UAVSs. Fourlas et al. [6] collected fault data from onboard sensor data using
structured algorithms that combine model-based and data-driven techniques. Besides, numerous studies on fault
detection have been conducted, mainly divided into sensor-based, model-based, and data-driven approaches. The
approaches that rely on the model usually utilize the physical model considering the state transition function. With the
help of the Kalman filter (KF) or the variants, its KF builds an observer from it. So, a fault alarm is released if the
observer's output is not the same as the measured value. Guo et al. [7] utilized a variant of KF along with a UAV
kinematics model to discern sensor analytical redundancy. An unknown input observer was proposed in [8] to sort out
the sensor fault diagnosis of a quadrotor UAV's attitude control system. Another extended variant of KF was
introduced in [9] to help generate residual signals for fault detection of UAVs. However, model-based approaches
have a potential drawback in the necessity of accurate physical models, which are demanding because of FW-UAVs'
non-linear, dynamic, and multivariate nature.

On the other hand, an emerging technology, "Internet of Things (I0Ts)," has many applications for UAVs with wireless
technology. UAVs can be deployed and operated more quickly in general since there are a lot of readily available
guidance, navigation, and control systems. Typically, these solutions facilitate close-quarters line-of-sight activities.
However, affordable wireless access is necessary for managing a swarm of UAVs for surveillance in various terrains.
Therefore, Zeeshan et al. [10] tackled the problem of UAV swarm communications by introducing a framework that
provides an open-interface networking and communication solution for outreach and surveillance operations in urban
settings. Further, the capacity to handle massive volumes of data in real-time and keep up with recent developments
in user traffic requirements are still challenges for pure Software Defined Networks (SDNs). On the other hand, real-
time and timely responses may now be obtained with fog computing. Hence, Adnan et al. [11] suggested an SDN-
enabled fog computing architecture with low power and high performance. Recently, A low-power, single-hop, long-
range wireless technology called LoRa has been envisaged for Internet of Things (1oT) applications using battery-
operated nodes. However, the performance of pure Aloha in LORaWAN is degraded by an increase in the number of
end devices and different throughput requirements. Considering these restrictions, Zulfigar et al. [12] did thorough,
comprehensive simulations. They assessed the performance of slotted Aloha in LoORaWAN by using packet error rate
(PER), delay, and energy usage of components considering different payload sizes.

Moreover, connecting many Internet of Things (loT) devices to the cloud using edge devices is known as edge
computing and is a relatively new trend. Though edge devices usually have more computational power than loT
devices, ensuring effective resource utilization is the leading research problem, especially for real-time delay-sensitive
applications like military and battlefield. In order to enhance Edge-of-Things' (EoT) overall performance, Adnan et
al. [13] suggested a dynamic policy-based computing method by examining heterogeneous energy usage.

Nevertheless, the performance of the current DL approaches for fault detection relied on adequate failure data, high-
quality labels, and rich fault types [13, 14]. These scenarios are challenging to persuade because of the complex
procedures; hence, failure data of FW-UAVSs is quite rare in contrast to standard data. FW-UAVs mainly comprise
very complex systems and subsystems, making it hard to collect every category of faults in advance; also, flight
experiments for real FW-UAVs are dangerous and quite expensive. Hence, we need to improve the DL models'
performance further. More recently, the few-shot learning (FSL) approach, which is capable of training DL models
with fewer training samples, has revealed contemporary performance in industrial applications [15, 16] along with
language modeling [17, 18]. There are three main categories of UAVs, namely flapping wings, rotary wings, and fixed
wings. Flapping-wing UAVs aim to duplicate the way that insects and birds fly. They are considered through restricted
payload abilities and low endurance, while Fixed-wings UAVs are often utilized for long-range missions and high



altitudes. Finally, rotary wings are called vertical take-off and landing (VTOL) UAVSs. This sort of UAV is typically
engaged for tasks that comprise hovering. This paper introduces a new scheme for fault detection in fixed-wing UAVs
based on combining three different Al algorithms. First, to make the trained CNNs that can be used in systems with
insufficient storage and low computational processors, the filter-level pruning algorithms [19] are applied to save
computational complexity and space. In addition, CNNs help in obtaining inter-channel spatial information. Second,
as we know, CNNs are not sensitive to time series data. However, LSTM can help fuse time features of time series
data. Therefore, we added LSTM layers to assist in obtaining inter- and intra-channel temporal information. Finally,
to further enhance the accuracy of the model, an AM block is added to help the model accurately detect faults.

2. Related Work

The dominance of UAVs makes them quite valuable for substituting human tasks that probably be problematic and
challenging. However, the criteria for performance and reliability are also elevating. We can say that fault detection
is inevitable despite fast-growing technological advances. Because of the wide range of integrated subsystems, they
are most likely to fail in uncertain scenarios and events that can happen in their operating environment [20]. A crucial
feature that stages further conflicts and concerns in fault diagnosis is that every flight and mission assignment is
incorporated into the vehicle's embedded control systems. However, any intervention through the ground operator is
often confined and perhaps lacking or delayed. Consequently, it is pivotal for the UAV to trace its activities to tackle
any faults before catastrophic outcomes.

This article considers three main approaches in the literature to highlight fault detection for UAVs: signal-based,
model-based, and data-driven. Surprisingly, vibration signals are not often considered detection features in signal-
based approaches. Practically any UAV has embedded accelerometers built-in in its flight controller; hence, the
vibration signal data is present without requiring any extra sensor. In recent years, the usage of acceleration signals to
monitor the health of rotating motors [21] and machine elements, e.g., bearings, clutches, and milling cutters, has been
widely highlighted in the literature [22—24]. Together with fault detection methods based on Al using electric readings
[25-27]. Evidently, in the scenario of UAVS, the accelerometers are employed on the frame rather than on the single
actuator as in big, industrial rotating machinery; this increases the difficulty of fault detection since several actuators'
vibrations combine with sensor noise and other disturbances (such maneuvering's aerodynamic forces) to produce
acceleration readings that are simultaneously affected.

On the other hand, model-based methods, for instance, "Thau Observers" [28], Linear Parameter Varying (LPV)
proportional-integral observers [29], and banks of non-linear disturbance observers [30] are solidly supported by the
scholarly literature. Moreover, model-based techniques are not only limited to fault detection, but it is also possible to
isolate and estimate faults for many fault classes, given certain conditions. The unavailability of numerous application
factors, such as inertia, lift and drag coefficients, and friction, makes model-based techniques challenging and requires
a substantial modeling effort. When employing model-based techniques, the unpredictability in the brushed motors'
performance entirely masks any perceived loss of efficacy caused by the chipping of the blade [31]. Conversely,
signal-based techniques don't need assumptions about the faults or complicated system models. Assuming that an Al-
based fault detection system, consisting of signal-based techniques for feature generation and a classification tool,
may be implemented if a sufficient quantity of data is available, including all kinds of faults of practical importance
[21]. Numerous Al-based techniques for UAVs have been proposed recently. Ai et al. [32] introduced a random forest
to classify sensor faults, and Liang et al. [33] gave various variants of Kernel Principal Component Analysis (KPCA)
to capture sensor and actuator faults. In contrast, Park et al. [34] considered applying deep neural networks to isolate
and detect actuator failure.

Lastly, data-driven approaches, particularly deep-learning-based fault detection systems, are the subject of another
field of fault detection research [35, 36]. They help to reduce the dependency on physical models and expert expertise
by enabling automatic feature extraction capabilities to discover fault information from raw signal data. By offering a
variety of well-known deep learning models, such as deep belief networks (DBNs), convolutional neural networks
(CNNs), and recurrent neural networks, among others, intelligent UAV fault identification based on flight data is thus
achieved. Chen et al.[37] used a model that outclassed classical shallow neural networks using a DBN-based data-
driven approach for early sensor fault identification of rotorcraft. Guo et al.[38] suggested using CNN to extract



features from time-frequency images created by converting the residual signals of UAV sensor failures, with
encouraging outcomes. In contrast, Cui et al.[39] employed the LSTM maodel for intelligent fault identification and
FW-UAV health management, which worked perfectly on real-time prediction. In comparison, Ahmad et al. [40]
introduced an embedded framework built on the LSTM model that identifies fault detection, classification, and
prediction for FW-UAVs. References [41, 42] provide comparable work based on DL models.

Nonetheless, adequate fault data, excellent labels, and various fault types are necessary to create the most current deep
learning-based UAV fault identification models [43, 44], which are problematic to meet because of the intricate
requirements for FW-UAVs. The FW-UAYV fault data is relatively rare compared to standard data, as these UAVs
often operate in normal conditions. Since FW-UAVs are complicated systems with many components, it is not feasible
to anticipate every type of fault in advance. Further, flight experiments with real FW-UAVs are dangerous and
expensive, and fault data from the simulation framework are not very close to real-time situations. Therefore, we need
to improve the deep learning models' performance in this case since the fault identification of FW-UAVs is a typical
small data problem. In addition, the large model size, high computational complexity, and high-power consumption
of deep learning-based detection models pose significant challenges for small-sized FW-UAVs with constrained
processing capacity and battery backup.

A substantial amount of research has been done to tackle the abovementioned problems by compressing the deep
learning models, such as model pruning, which has shown advanced state-of-the-art performance in fault detection
[45], image classification [46], and image segmentation [47]. Notably, the term "prune™ can be used as a lightweight
model with fewer parameters than the original unpruned model; employing that lightweight model can save
computations and minimize high power usage; such advantage encouraged us to explore lightweight model-based
fault detection solutions to small FW-UAVs, which always has a limited battery backup, low computation power, and
limited storage for unpruned model implementation. Thus, these problems limit the required tasks for UAVs in any
field. Therefore, in this article, we propose a lightweight CNN model combined with LSTM and AM for fault detection
on small FW-UAYV applications and enabling more reliable real-time fault detection scenarios more efficiently. Finally,
to our knowledge, such models have never been applied to recognize/detect the faults in UAVs based on sensor data
with information on wind speed. This article introduces a new deep-learning model to identify and detect faults in
fixed-wing UAVS.

3. Understanding Faults in Fixed-Wing UAVs:

As Cai et al. [48] mentioned, based on the lift generation, there are two significant kinds of UAVs available: Fixed-
Wing UAVs that can fly applying generation of lift through their wing's movement within the air, whereas Rotary-
Wing UAVs produce lift by pushing air toward down with multiple or single rotor blades. Therefore, this article only
focused on Fixed-Wing drones, complex, intelligent machines built of structures, sensors, subsystems, and actuators.
Among these, the actuators are very important for confirming orientation, angular velocity, and aerodynamics;
however, these parameters are also likely to collapse in extreme environments.

3.1. Analysis of Actuator Faults:

The faults in actuators generally faced in UAVs are: 1. Lock in place, 2. Effectiveness partial loss, 3. Float, 4. Hard-
over failure [49]. In faults like lock in place, the control surface remains fixed or halts at a position that might or
might not be zero or neutral. In this state, the other working actuators not only recompense for the absence of the
required control load of the faulty actuator but also abandon the unrequired control load generated if the actuator halts
at any place other than zero. Physical harm can produce effectiveness partial loss due to physical damage to the control
loader.

On the other hand, the fault-like float is made when the actuator floats in the airflow and cannot generate any control
moment. Finally, in a fault-like hand-over, the actuator jams at one of the position bounds. The actuator control faults
can be done for each control through the mathematical equation given below:

Ugpp = ClUcq + k 1)



Here, the terms ¢ and k are referred to as constants and used for a specific control conFigureuration; however,
constants can be changed or settled to other constants if faults occur in the control system. Further, u ., shows the
control asked by the controller and u,,, denotes the control that is essentially given due to the saturation limit. With
no failure, c and k are initialized to 1 and 0, respectively, and the u,p, and u, are equal to each other. To freeze the
actuator can be done by setting ¢ and k to 0 and constant value, respectively, in which the surface of control is frozen.
Therefore, the model suffers from hard-over and lock-in-place faults. Further, this model can also suffer effectiveness
loss in which the control surface is lost or damaged, such as only half of the part is left. Suppose that the effectiveness
of control is decreased by half; then ¢ can be at 0.5, and k stays at 0 value. If ¢ approaches zero, the float faults can
also be encountered while k remains at the 0 value. Considering the control surface as a vector, therefore, the model

can be considered as follows:
[uappl] _ [61 0 [ucall] n [kl]
uappz 0 C2 1 Ucalz k2 (2)

Two control surfaces are described, where script 1 shows the right wing and script 2 shows the left wing of the UAVS.
Though deep learning models are famous for extracting features, their data-demanding hunger poses considerable
challenges for fault diagnosis of UAVs with insufficient data, and few researchers have produced an efficient solution
to address this issue. In this article, we study the fault diagnosis of Fixed-Wing UAVs as a detection and classification
problem. We present the building on prior research, a lightweight CNN-LSTM based on the AM algorithm. The
dataset applied is an open-source real flight dataset produced from a small Fixed-Wing UAV as an input variable, and
the lightweight CNN model is used to extract dynamic variations in data. In this lightweight CNN-LSTM based on
the AM algorithm, a high-dimensional feature is built as input of LSTM, and the feature’s internal dynamic changes
are learned. AM helps to allocate different weights to the implicit conditions of LSTM by mapping parameters and
weight learning, and it can power the influence of robust information. Further, the Exponential Weighted Moving
Average (EWMA) method uses a cumulative sum approach to recognize the operation state and detect time delay in
UAVs.
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Figure 1. The architecture of the unpruned model (left) and pruned model (right)

Initial Network

In the initial step, the data on the operational status for different flights and targets is collected from the flight test
system. The unprocessed data is generally multivariate time series flight data with features, for instance, longitude,
control commands, and flight speed. A correlation analysis method is applied, and the features with a more significant
correlation with the faults are selected as input features. Further, signal variables can be measured with different
sensors, giving different ranges and units. Additionally, many variables possess negative values, generally showing
the UAV's direction while flying [50]. We used the Min-Max normalization function with a range of (-1, 1) to rectify
these variables without damaging their actual value. In this fashion, we get normalized variables for each fault. Finally,
our introduced model has lightweight CNN-LSTM, which receives a sample as input. With the normalized variables,
our model can generate the same and distinct variables in a similar portion. Before going into further insights into the
proposed model, we create a compressive one-tabular overview of the experimentation process, including the
motivation behind the dataset used and training methodology, as shown in Table 1.



Dataset Training Methodology

Used and Hardware Motivation
The public real flight dataset was obtained from a small
FW-UAV that met the requirements of the flight test
system. Flight records from several days in July 2020 were
FW-UAV recorded, and various faults of loss of control effectiveness

Flight test system were manually injected into the small FW-UAV by altering
the GCS signal and adjusting the controller onboard. As a
result, we have collected different datasets of different days
with different wind speeds.

Fault Dataset

Employed pruned CNN architecture for efficient
computation and low power consumption on FW-UAV
systems with limited battery backup and computational

. . Efficient Computation, Small resources. The design of these models aims to retain
Lightweight - : .
CNN Model Model Size, L0\_N Power approprle_ite performance with fewer par_ameter_s and less
Consumption complexity. Because of the chosen lightweight CNN
model, the fault detection system can be installed on FW-
UAV devices with limited resources without sacrificing
operational effectiveness or real-time speed.
The EWMA s integrated with LSTM by feeding the
Exponential estimated baseline or predicted behavior into the LSTM
po model as an additional input. At each time step, the EWMA
Weighted . " N - L
Movi Cumulative Sum Approach method's baseline values are concatenated with the original
oving L . L .
Average data or utilized as another feature input. This integration
allows the LSTM model to learn from raw data and the
smoothed baseline, improving its fault detection capability.
FW-UAV fault dataset temporal dependencies are modeled
using LSTM. In time-series data, fault detection relies
LSTM-based heavily on the sequential patterns and long-term
Temporal Sequence Modeling relationships that this model captures. The model can
Analysis efficiently assess the temporal dynamics of FW-UAV

faults because of LSTM's capacity to maintain the memory
of previous states.

We employed an Attention Mechanism in the architecture
to improve feature selection during fault detection. The
attention mechanism permits the model to allocate different
Attention Improved Feature Selection weights to different segments of the input sequence,
Mechanism attentive to the most informative bits. This enhances the
model's capacity to identify and focus on the most essential
characteristics, increasing the model's detection accuracy
and decision-making interpretability.

Table 1: Comprehensive Overview

4. Lightweight CNN Versus CNN-original

4.1. Importance of Pruning

Convolutional neural networks (CNNs) are sophisticated deep learning algorithms broadly employed in several real-
world Al applications, such as image segmentation, fault detection, and personal chatbots. However, the advanced
CNNs models such as VGG16 and GoogLeNet are not memory-friendly because of billions of trainable weights, and
these models have high requirements for FLOPs. Further, these complex architectures have high inference costs,
mainly when applied with mobile devices or embedded sensors where battery usage is high, and processing capacity
may be constrained. As a result, it is critical to minimize the size of deep CNN architectures, which have low power
consumption and computational cost yet good accuracy in real-world scenarios. Model compression has received
significant interest in both industry and academics.

4.2. Pruning Strategy

Correlation-based filter pruning (CFP) is built and inserted between the network’s two subsequent convolutional layers

to identify the irrelevant filters from a pre-trained network. To determine the correlation score between the first two
successive feature maps of i — th convolutional layer, we put these two feature maps into the correlation weight
module. One of these feature maps should be eliminated because the higher correlation score indicates information
duplications between them. After that, we can prune all their incoming and outgoing connections to eliminate the
feature maps that include redundant data. Following this, all of the i — th layer's unnecessary filters are removed,
along with feature maps used as input for the subsequent layer and the matching channels for each filter in that layer.



As models continue to advance, broader and deeper models are being built. Generally, larger models do a great job in
prediction tasks but require massive hardware to support. For instance, a model network called VGG16 has more than
138M parameter weights, which requires approximately 15.3B FLOPs during inference [51, 52]. Setting up such huge
models for real-time fault detection data requires high hardware costs for fixed-wing UAVs, which already have a
high price. Thus, it is essential to research how to reduce model size with negligible change in final accuracy to
implement them in embedded devices such as UAVSs. The significant problems because available CNNs cannot be
enforced on embedded devices are the large model size, high run-time memory, and enormous computational
complexity.

Therefore, to overcome this problem, the model pruning algorithm can be used in different scenarios, such as filter-
level pruning, channel-level pruning, and weight-level pruning. Kumar et al. [19] presented a combination of L1-norm
and Capped- L1-norm to measure the importance of the feature maps to prune insignificant feature maps, as illustrated
in Figure. 1. Kumar et al. [53] show that Pearson correlation can be used to measure the vital information between
two consecutive feature maps, with high correlation means duplication of data, In the end, the model size will be
decreased with low computational cost and run-time memory by using just one feature map for additional training.
This experiment uses the fine-tuned thin model with similar accuracy to the original model, which permits our network
to be implemented on UAVS, which usually have low memory and require low computational complexity. The layer-
wise comparison example of the unpruned model (VGG16 model trained on the CIFAR10 dataset) with the pruned
model is given in Table 2. The degree to which the model has been compressed or simplified through pruning is shown
by the percentage of pruned parameters and FLOPs. Greater percentages signify a more substantial decrease in
parameters and calculations. Furthermore, the tradeoffs between the un-pruned and pruned models revolve around
size of model, computational complexity, performance, and generalization. Reducing the size of the model and
increasing computational efficiency are two advantages of pruning, however accuracy may be slightly compromised.

Model Total Total Pruned Pruned

Layer Parameters | FLOPs | Parameters FLOPs
(%) (%)
Conv 1.1 2K 0.1B 65.6 58.6
Conv1.2 37K 1.85B 83.5 46.9
Conv 2.1 74K 0.9B 92.7 62.9
Conv 2.2 148K 1.85B 65.5 65.2
Conv3.1 295K 0.9B 95.7 40.5
Conv 3.2 590K 1.85B 89.6 36.9
Conv3.3 590K 1.85B 96.5 57.9
Conv 4.1 1M 0.9B 89.9 47.2
Conv 4.2 2M 1.85B 94.8 64.2
Conv 4.3 2M 1.85B 94.8 52.4
Conv 5.1 2M 462.5M 98.6 55.6
Conv5.2 2M 462.5M 95.6 47.9
Conv 5.3 2M 462.5M 97.7 70.1
FC1 103M 103M 96.9 60.8
FC2 17M 17M 85.8 44.9
FC3 4M 4M 90.5 27.2
Total 138M 15.3B 89.7 52.4

Table2. Layer-wise Model Comparison

Further, the spatial features are obtained using lightweight CNN by source data, and finally, processed data are used
as input data into the AM-based LSTM model for time series prediction. We parameterized the training set as T =
{(x;,y) Ii =1,---,m}, where x; shows input data samples, x; € RP, in which p shows the total number of features.
Further, y; € {0,1} represents the label of the i — th sample data. The sample data is fed into a lightweight CNN
model to generate high-level features from the original features.

5. LSTM (Long- and Short-Term Memory Model)

Zhao et al. [54] mentioned that CNN models are not subtle to the time feature of time series data; however, LSTM
can better capture time features of the status of different parts. Therefore, the dataset's spatial and temporal properties
can be extracted using LSTM and lightweight CNN. The light-weighed CNN output is considered as LSTM input.



LSTM central diagram is shown in Figure. 2, which has an input gate, output gate, and forget gate. The abandoned
information is controlled by forget gate f;, which is shown as follows:

fe = o(Wg - [he_g, %] + bp) (3)
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Figure 2. LSTM schematic diagram

Here, h1 is considered as the previous LSTM cell output, x; is the present input, and ¢ activation function is named
a hyperbolic tangent. Finally, the weight matrix and bias term are denoted as Wr and by, respectively. Furthermore,

the function of the input gate i, is to determine which information is being updated, where C, is instant condition and
activation function ReLU is selected, these terms can be shown as follows:

ir = o(W; - [he—q, x] + b;) (4)
Cc = ReLU (W¢ - [h¢—q, xc] + b¢) (%)

Here, the weight matrix of the input gate and offset item are denoted by W;, b;, respectively. On the other hand, W,
is denoted as a state weight matrix and C, is the long-term state. Further, the LSTM cell output h, is achieved based
on the updated state of the cell.

Ct=ft*Ct—1+it*Ct (6)
o = o(W[he—1, x¢] + by) (7
h; = o, * Relu (C;) (8)

Here, W, and b, are weight matrix and offset item of the output gate, respectively.
6. Attention Mechanism (AM)

When the human brain processes information, more Attention always concentrates on concerned information and
neglects unimportant information. Therefore, the Attention Mechanism is presented to power the effect of significant
details. Further, Different weights can be applied by AM to the inferred states of the LSTM by parameter learning and
mapping weight. The AM model was created to mimic the human brain's attention allocation mechanism, which could
measure the input and output relevance for allocating robust features. Thus, the Attention mechanism is used for
LSTM to focus on features with greater importance on outputs, which helps to upsurge model performance and
accuracy. Figure 3. shows the AM structure, where X;, X5, ....... X, are LSTM input, and hq, h,, ....... h. are the
output of the LSTM hidden layer, and these are used as AM inputs to achieve attention weight distribution. Further,
the weight shows the significance of the state parameter. The following expressions show the AM model calculation.



Figure 3. Structure of attention mechanism

e; = utanh (Wh; + b) 9)

L _ewe) (10)
L 2 exp (e;)

C = Z a;h; (11)

Here, e; represents the attention probability distribution for h; at j — th moment. w and u are the weight coefficients,
b shows the bias term, and the weighted feature is denoted as C.

7. The Proposed Attention Mechanism Based Lightweight CNN-LSTM Network

The Attention Mechanism-based lightweight CNN-LSTM network comprises an Input layer, CNN, LSTM, and AM
models. CNN helps extract spatial features of the dataset, which are considered LSTM network inputs. On the other
hand, the LSTM model helps to extract temporal features, which are inputs to the AM model. Finally, the AM model
computes the weights and provides importance to significant weights. Figure 4. shows the model structure. In the
input layer, we used correlation analysis to input characteristics. The convolutional kernels are set to 128 in the CNN
model, and their length is set to 1, which helps the fitting degree improve the more the LSTM layer is concealed. In
response, the training time will gradually increase; to balance this, we set the LSTM layer as 2. Further, 128 neurons
are set for the first LSTM layer and 64 neurons in the second LSTM layer. Finally, the impact on output is emphasized
by determining the feature weight and allocating the input vector for the AM layer. The complete parameter setting is
given in Table 3.

Model Layers Parameter Settings

ConvLayerl Filter size=20, Kernel size = (10, 1), Stride =1
Max-pooling + Dropout (0.25) | Pool-Layer = (2, 1), Stride =2

ConvLayer2 Filter = 40, Kernel size = (5, 1), Stride =1
Max-pooling + Dropout (0.25) | Pool-Layer = (2, 1), Stride =2

ConvLayer3 Filter = 80, Kernel size = (3, 1), Stride =1
Max-pooling + Dropout (0.25) | Pool-Layer = (2, 1), Stride =2

LSTM-1 Hidden-size = 128

LSTM-2 Hidden-size = 64

Table 3. Model Parameter Settings
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The output layer is involved in the component's fault. Therefore, the excess is further examined in order to ascertain
the UAV's operational condition. The Adam optimizer is applied to collectively update the model weights during
model training, and this optimizer is pretty different compared to traditional optimizers such as stochastic gradient
descent. For various factors, the independent adaptive learning rate is developed by computing the gradient's first and
second-order moment estimation, which helps the algorithm enhance the performance. Further, the early stopping
technique is used to overcome the model overfitting. Furthermore, the pseudocode of the LW-CNN-LSTM-based AM
model algorithm is shown in Algorithm 1. First, a complete set of trainable parameters is initialized. Second, the train
set T ={(x;,y;) | i=1,--,m} is input to the lightweight CNN model. CNN layers convolute with datasets to
produce deep features X = [X,, X,, -+, X;] and the Pooling layer is applied further. After, the output of lightweight
CNN is fed into the LSTM model as input. Furthermore, LSTM can extract the feature from data at several continuous
times to achieve the time series relationship among features, and each time step output is described as H =
[hq, hy, +++, hi], which is input for the attention mechanism module to rearrange the feature weights. Finally, based on
weighted features a,,, the prediction layer produces the predicted output y. The model will update the trainable
weights based on the error between actual labels and the output results. The model will check whether the training
time approaches the upper limit for the total number of epochs; if not, in this case, one more epoch is added, and the
training process can be repeated. The optimized hyperparameter values are listed in Table 4. To verify the AM-based
CNN-LSTM performance, wide-ranging experiments on real-time flight data were performed by comparing our
introduced model with other state-of-the-art models such as machine learning, deep learning, and LSTM. The details
of the dataset, complete experiment setup with results, and their corresponding study are given in the following
sections.

Hyperparameters settings | Value

Batch size 50

Learning rate 0.001

Optimizer Adam

dropout_rate 0.25

By 0.9

B, 0.99

Loss function Categorical cross-entropy

Feature scaling [0,1]

Activation functions ReLU (ConvLSTM) sigmoid (ConvLayer)

Table. 4 Model Final parameter values
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Algorithm 1: Fault Detection in FW-UAV Based on Light-Weighted
CNN-LSTM AM Model
Data: Training data of FW-UAV after EDA: T = {(zi,w) | =1, ,m}
Result: Fault Detection Results
e Fully Connected Laver (FC-Layer);

e Pooling layer (MaxPool);
e o sigmoid function;

e w convolution layer, s is size of convolution, ¢ : 1 + 5 — 1 are the extracted features
from ¢ to 1 4 8 — 1 and b is bias term:

o W, W, are weight matrices. b, is the bias vector, previous hidden time state is
hi—y, current time is xy, memory unit of current time is Cy;

o Predicted results of model and real labels are y and y', respectively.

Training:

Initialization: Initialize complete set of weights in the model:

for pin n do

1. Spatial features are extracted Through LW-CNN:

Xi = FPC {max {o (w X Tiiza—1 +0)}} :

2. LSTM incorporates the fault features of each time period into o
unified sequential fanlt feature: he = o (W, [hy_ 1 2] + b,) = tanh (C);
3. The attention mechanism (AM) assign the weights and the FC layer
produces the final outeomes: a; = >:a (tanh (H ) w heoy = FOC(Wyoa);
4, C'um!.)ut(- the cost value of the model

L=3%" y" logy' + (l ~y'") log (1 = y'"'), then update the model
weights accordingly

end

Algorithm 1: Lightweight CNN-LSTM-based AM model algorithm

7.1. Real-time Flight Dataset

The publicly available dataset, which is taken from a fixed-wing UAV [56], is used. The flight test system
specifications are given in Table 5, and Figure 5 shows the complete UAV system. This flight system has three main
parts: the aircraft, the transmitter, and the ground control station. The flight used for testing was a fixed-wing UAV
powered by a battery. The ground control system operated on the computer to communicate with and control the drone
during autonomous flight through a radio modem called X-Bee. The control can be lost while inserting faults into the
flight in autonomous mode, so the drone was manually controlled using the RC transmitter. For all experiments, the
Paparazzi Autopilot device was utilized.

Figure 5. Flying test system for data collection [55]
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Features Value
Wing Extent 1.2 meters
Surface Area 0.28 meter?
Weight 0.75 kilogram
Battery Backup 30 Wh
Flight Acceleration 12 meter/sec
Flight Duration 60 minutes
GPS Model U-Blox M8N
Motor T-Motor 2208/18 - Kv 1100
Autopilot Paparazzi Chimera v1.0

Table 5. Feature Specifications

Numerous faults of effective control loss were inserted into the drone by setting the GCS signal and updating the
onboard controller, which assisted in recording different flight logs for different days in July 2020. Flight datasets of
July 12th, 13th, 21st, and 23rd were obtained and used in our experiments. Following the data acquisition's fault mode
parameters, the flight data of the 121" and 13" of July possess two modes of status: Fault and Normal mode, with 30%
efficiency for right-wing control (r; = 0.3); further, the flight data of the 21t and 23 consist of nine faults, in which
the remaining seven faults were produced by minimizing the efficiency of left-wing control by 0.9~0.3; therefore, we
divide datasets into six groups. There are three groups for binary classification, including 12" and 13 July data and
combined data of these two dates, and three groups for the multi-classification problem, in which 21%, 23" and
integrated data is created. We did not change the variable name as mentioned in [55], which is (ay, ay, a;), (wy, wy,

w,), and (Ucai1, Ucalz) @S linear acceleration, angular rates and commands, respectively. We used the presented
correlation analysis on obtained flight data to generate training and testing datasets of six kinds of datasets, and then
these data were used with different experiments to validate the proposed method's performance. For evaluation and
analysis, the datasets of 2000 samples are assigned to a training set, allowing the model to be developed significantly.
In addition, the datasets of 200 samples were saved for the test set, which will assist in monitoring the accuracy and
the performance of the well-trained model for this scenario dates are 12, 13" and combined (12" and 13") with a
wind speed of less than 2m/s, 8m/s and combined, respectively. Further, we used three more dates (21%, 23" and
combined) and divided the training set and test set into 500 and 50 samples, respectively. We performed all these
experiments on ground station laptop computer with specifications: operating system Ubuntu 18.04 with Xeon W-
2123 3.60GHz CPU, Tensorflow Keras framework is used on Google colab Pro+ version, and NVIDIA GTX 1080Ti
GPU with CUDA.

7.2. Analysis of Experimental Results:

We analyze the introduced lightweight CNN-LSTM framework performance by detecting binary and multiclass faults
with diverse sizes of training samples. Here, we denote the training sample size as N and set it to 45, 90, 180, 270,
360, 450, 900, 1800, 2700, and 3600 samples. Further, we randomly select samples from training data, including data
for the 12th and 13th of July with combined wind speed. The training data is divided into 70% for training the
lightweight CNN-LSTM framework, and the remaining 30% is taken as a test set to get the best performance of the
model. On the other hand, the SVM model applied all the training samples, and this same idea was used for 21% and
23"-day data with combined wind speed for multiclass fault detection. For the final result, the experiment was repeated
thrice for each model, and the average detection accuracy was computed as the outcome.

Initially, we examined the performance of the lightweight CNN-LSTM model with diverse training samples for binary
fault detection tasks. As we know, SVM is one of the best ML algorithms for binary classification tasks; when trained
with N=45, SVM obtains an accuracy of 76.50%, which is 11.65% lower than our model, and this performance gap
continues until we try all training samples. Further, we compared our lighted-weighted CNN-LSTM performance with
other deep learning-based models and found out the performance of LSTM was worse. On the other hand, hybrid
models like CNN-LSTM do better than CNN models; however, the performance of these models is not as good as
lightweight CNN-LSTM based on AM, considering all experiments. Further, we examined our model with a sample
size of 360, and our model got around 95.66% accuracy compared with CNN, LSTM, and CNN-LSTM-based models
with an accuracy of 91.95%, 85.15% and 91.15%, respectively.
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We also obtained results on multiclass fault classification problems while maintaining similar experiment settings.
Model performances decrease by about 35% at all training samples compared to binary classification, showing that
multiclass classification has a greater complexity level. While training the models with a small amount of data, such
as 45 and 90 samples, the deep-learning models suffered from overfitting, and the results were not as good as the SVM
and CNN-LSTM models. On the other hand, CNN can achieve an accuracy of 28.13% on the sample size of 45,
compared to our model, which is 8.28% less. Further, when we tried to expand the training sample from 180 to 450,
the deep learning models outclassed SVM, where our model obtained slightly lower accuracy than CNN-LSTM; both
models have an accuracy of about 50%. We increased training samples to 3600, and CNN exhibited its power in
managing massive datasets and obtaining better results. However, our model also outperformed CNNs and produced
better outcomes on all sets of samples.

8. Results and Discussion:

As we know, model size plays a vital role in small drones due to limited space. Further, model size depends on
computation complexity, which also consumes more battery, and drones have minimal battery backup; therefore,
discussing and comparing our lightweight model with the original models is necessary. To broadly examine the
significance of our introduced algorithm on different sizes of samples, we further divide our model into other child
models and compare the results with similar models with similar sample sizes and data, including both binary-class
fault detection and multiclass fault detection samples. For instance, we compare CNN models with our lightweight
CNNs, and then, we compare the CNN-LSTM model with our lightweight CNN-LSTM. As shown in Figure 6, our
lightweight CNN model outperformed the CNN-original model in all binary class fault detection aspects. If we
compare each sample size separately, our lighted-weighted model has the upper hand on every sample in terms of
accuracy with minimum model specifications. To extend our experiment, we compare similar models for multiclass
fault detection, as shown in Figure 7. The models' 45, 90, 180, and 270 sample sizes have almost identical accuracy.
Still, our model is smaller and has less computation complexity, which shows that our model can be implemented on
drones with limited resources.
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Further, we compare the results of lightweight CNN-LSTM with CNN-LSTM on binary and multiclass fault detection
data. Our lightweight model outperformed CNN-LSTM and obtained 94.7% accuracy on the sample size 2700,
illustrated in Figure 8. Similarly, we checked our model accuracy on multiclass fault detection. We achieved 57.55%
accuracy on the sample size 900, as shown in Figure. 9, which is more significant than the CSNL model on the same
sample size. Overall, our lightweight model achieved greater accuracy than other state-of-the-art models, showing that
lightweight models have the upper hand, contain a smaller size and less complexity, and can be implemented on
limited-resourced drones. Table 6. displays the complete set of binary and multiclass fault detection results on all
samples. Finally, this discussion did not highlight the single LSTM model; however, Li et al. [56] have experimented
on different sizes of neurons (from 2 to 128) of the LSTM model, and it performed well on neuron size of 32 with the
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accuracy of 87.45% and 37.96% on binary and multiclass fault detection, respectively. Figure. 10 shows the overall
results of the LSTM model with different neuron sizes.

Binary class Fault Detection

Model

45 90 180 270 360 450 900 1800 2700 3600
ample Size
SVM model 765% | 8295% | 86.20% | 88.50% | 88.95% | 90.9% | 87.85% | 89.3% | 92.15% | 94.55%
accuracy [55]
CNN model 83.95% | 78.55% | 85.9% | 89.95% | 91.95% | 92.75% | 94% 92.15% | 90.75% | 91.35%
accuracy [38]
LSTM model 68.35% | 77.8% | 82.65% | 86.6% | 85.15% | 85.35% | 88.9% 90.7% 89.7% | 89.85%
accuracy [56]
CNN-LSTM
model accuracy |  83% 87.6% | 83.05% | 90.2% | 91.15% | 91.05% | 93.7% 91.8% 947% | 90.35%
[50]
SHNNmodel | g7 p5o0 | 87106 | 01.65% | 94.65% | 96.45% | 96.9% | 958% | 944% | 96.35% | 94.25%
accuracy [56]
Proposed 88.15% | 87.63% | 92.9% | 95.83% | 95.66% | 96.8% | 96.56% | 95.62% | 94.95% | 95.93%

Model accuracy

Multiclass Fault Detection

Model

45 90 180 270 360 450 900 1800 2700 3600
ample Size

:c\éma'l‘;‘égg] 3427% | 39.2% | 4387% | 45.16% | 45.73% | 46.36% | 49.2% 52.89% | 55.29% | 55.07%
CNN model
accuracy [36] 28.13% | 38.04% | 44.93% | 50.71% | 51.47% | 51.47% | 57.16% | 57.82% | 57.02% | 60.8%
';cscz'r\gcﬁgg; 30.76% | 3853% | 46.04% | 4653% | 47.96% | 49.79% | 47.56% | 47.16% | 50.71% | 51.78%
CNN-LSTM
model accuracy | 30% 38.62% | 52.22% | 5342% | 55.07% | 53.82% | 56.67% | 51.42% | 56.04% | 54.76%
[50]
SHNN mOdEI (o) 0, 0, 0, 0, 0, 0, 0, 0, 0,
accuracy [56] 35.16% | 30.69% | 49.87% | 50.71% 54% | 54.18% | 52.84% | 54.04% | 52.44% | 51.73%
Proposed 34.89% | 40.129% | 53.86% | 5452% | 56.66% | 54.8% | 57.55% | 53.66% | 56.84% | 55.88%

Model accuracy
Table 6. Comparison results of our model with other state-of-the-art methods on binary and multiclass fault detection
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Finally, we compare our lightweight model with machine learning approaches such as SVM for binary class and
multiclass fault detection; comparison results are shown in Figures. 11a and 11b; our model outperformed the machine
learning model with a more significant margin. Afterward, we tried to compare our model with a time-series model
such as LSTM, and the results shown in Figures. 12a and 12b, our model has a better approach than the LSTM model
on binary and multiclass fault detection. Finally, the Siamese hybrid neural network (SHNN) is also compared with
our state-of-the-art lightweight CNN-LSTM-based AM model, and the results are similar in a few samples; however,
our model outperformed the SHNN model on large sample sizes such as 900, 1800, 2700, and 3600 as illustrated in
Figures 13a and 13b. This shows that our model has better learning ability on large samples in binary and multiclass
scenarios, consumes lower memory, and saves power consumption. Further, we also compared our proposed algorithm
with other methods in the context of detection efficiency, time efficiency, resilience, and model complexity in Table
7, which shows that our proposed method outperformed other state-of-the-art methods in most of settings.

Reference and Detection Time Used Deep | Resilient Model
Year Efficiency Efficient | Learning Complexity
[57] - 2019 Good v v x High
[58] - 2020 Poor x v x High
[59] - 2021 Acceptable x v x High
[60] - 2022 Good v v v High
Our Proposed Good v v v Low

Table 7. Comparison results of the proposed method with other state-of-the-art methods in different contexts
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9. Conclusion:

Building on prior work, the CNN-LSTM-AM model, which is designed to classify and detect faults in FW-UAVs on
real-flight datasets, is introduced in this article. The lightweight CNN model is adopted to obtain spatial features buried
in real-flight datasets. During training, the convolutional layers of lightweight CNN can achieve remarkably
differentiated features, and later layers perform classification tasks. The LSTM is best at fusion time characteristics
features at the status of different parts. Further, AM is built for LSTM to focus on the characteristics that highly
influence output variables to further enhance the algorithm's accuracy. Considerable experiments on real-flight data
for small-sized FW-UAYV, including binary and multiclass fault detection, authenticate that the lightweight CNN-
LSTM-AM can achieve high accuracy with low power consumption and consumes less memory. The algorithm
illustrates better results than other state-of-the-art machine learning, deep learning, and LSTM-based approaches,
which highlights encouraging FW-UAV data-effective results. In the future, the model can be further enhanced to
achieve more accurate and stable detections. In the meantime, transfer learning and data augmentation techniques are
considered to be embedded with the model, which can be used with other types of UAVs to improve the model's
performance. Further, time-frequency features can be achieved via Wavelet transform, which can guide shorter
identification time and help increase accuracy further.
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