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Abstract—Beyond 5G networks promise to bring new capabil-
ities for the end-users, although they also impose new challenges
in network and service management. One of these challenges
is the complexity associated to the calculation of the path that
a network flow takes. The problem comes with the usage of
multiple overlay networks and even nested overlay networks
to support both multi-tenancy in edge/cloud infrastructures and
user mobility across base stations. The conventional forwarding
and routing tables available in switches and routers are not
capable of such calculation. This paper proposes a novel end-to-
end data path calculation algorithm, which is tested and validated
over realistic multi-tenant infrastructures with various network
topologies. This research provides valuable insights into network
paths and connectivity in complex infrastructures. 10 different
emulated 5G infrastructures have been deployed with up to 2
Tenants and 16 Edge nodes. In the most challenging scenario,
with 7035 topological nodes and edges, the algorithm achieves
path calculation in 118 ms, showcasing its efficiency even under
highly demanding conditions.

Index Terms—S5G, B5SG, Network Topology, Path Calculation

I. INTRODUCTION

The merging of Cloud and Edge Computing with Beyond
5G networks has led to substantial benefits in terms of system
efficiency, flexibility and performance, thanks to network
virtualisation and softwarisation. Whilst, at the same time, it
has risen significant challenges in network management. The
implementation of Overlay Networks, nested ones over others
are entailed, creating a complicated multi-layer networking
scenario of routing, switching and overlay network services.
Consequently, packets undergo transformations as they tra-
verse various network points, resulting in dynamic changes on
both source and destinations of the communications. Conse-
quently, determining flow paths has now evolved into a critical
research question.

One of the main obstacles in addressing this research
question lies in the difficulties to have a complete inventory
of both network and service topologies (i.e. graphs), en-
abling algorithms to calculate paths. Unlike the straightforward
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physical connections prevalent in earlier network configura-
tions, beyond 5G networks heavily rely on software-defined
networking and virtualisation [1]. This reliance may render
conventional methods for topology discovery obsolete and
inaccurate. As routers and switches become software-defined
entities, transitioning from physical domain to logical and
virtual ones, the complexity of discovering these complicated
topologies grows exponentially.

Moreover, multi-tenancy technologies, provided by mobile
and cloud infrastructures where each user rents the virtual
infrastructure, require completely isolated overlay topologies
across each of the tenants [2]. In multi-tenant deployments,
end-to-end (E2E) path selection faces significant challenges
due to the need for isolation and optimal performance amid
dynamically changing network conditions. Traditional path
calculation methods may not adapt to the new complexity of
B5G infrastructures.

In order to tackle these challenges, our proposed approach
presents the following new contributions beyond the state of
the art:

1) A system able to discover the topology and provide the
visual representation of both the complete service and
network topologies available in multi-layer infrastruc-
tures.

2) The design and implementation of an algorithm able to
calculate network flow’s data paths within such complex
multi-layer environments.

3) The deployment, testing and empirical validation of the
proposed algorithm in a realistic beyond 5G and pre-6G
multi-tenant infrastructure.

It is further noted that the proposed algorithm allows
determining which is the real path that a network flow follows
through the different overlay and underlay layers that are
involved. This includes key fundamental aspects: switching,
routing, encapsulation network services.
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The remaining of this paper is organised as follows. Sec-
tion II analyses the current state of the art in the field
of network discovery and path finding. Section III exposes
the proposed architecture and the data model in this work.
Section IV presents the algorithm applied to achieve the path
in a network using network and service topologies. Then, in
Section V experiments are executed in different scenarios to
validate the approach. Finally, Section VI concludes the paper.

II. RELATED WORK

End-to-end network path calculation together with network
topology discovery and representation in 5G and beyond
infrastructures is an important area of research in the field
of networking for smart network management. This is em-
phasized in various studies, notably the 5G PPP “View on
5G Architecture” report [3], which dedicates Section 3.2.6 to
local end-to-end paths, particularly in vehicular networks. In
the same document it is also stated that interactions between
components require additional tools which track, correlate and
visualize their communication via message buses. This section
provides an overview of the related work, with the aim to
highlight contributions and relevance of the study.

Regarding topology discovery and visualisation, several
papers address various aspects of network discovery and
traffic monitoring. Sanchez et al propose 5G network topology
discovery in [4], validated through empirical validation experi-
ments where they obtain the topology information and monitor
a 5G multi-tenant network. Then, Gama et al. [5] extend
the research by adding complete visualisation and service
management layer.Papadopoulos et al [6] introduces a graph-
based method for network mining, focusing on visualization
of user activities and identification of anomalous behavior. It
aligns with the need for end-to-end network path determination
and topology representation in complex multi-tenant 5G in-
frastructures. Eichelberger et al. [7], state the following: "The
lack of tools to check service function chaining (SFC) path
correctness forces network operators to spend a significant
effort in guaranteeing that an SFC configuration meets their
intent behavior”, making it clear the need of a path tracer
introducing service and resource network topologies.

One significant area of 5G and beyond research is the
use of Software-Defined Networking (SDN) platforms such
as OpenDayLight (ODL) [8] and ONOS (Open Network Op-
erating System) [9]. While SDN platforms provide powerful
tools for network management, our contribution advances the
field by dealing with the multi-layer aspects of the overlay
networks, not currently supported by such controllers and also
incorporating the service layer (services and sockets) and not
only the networking layer (devices and ports). By considering
both network and service topologies, our proposed approach
provides an accurate and complete view of the infrastructure,
enabling comprehensive end-to-end path determination across
multiple layers.

In addition to academic research, there exist closed-source
tools directly related to our work. A product called Network
Topology Mapper (NTM) [10] created by SolarWinds, carries
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Fig. 1: Proposed architecture of the 5G infrastructure com-
posed by 2 tenant, 1 edge and 1 core.

out an automated device discovery and mapping using CDP,
VMware, Microsoft Hyper-V, and more. However, it primarily
focuses on networking discovery, providing a comprehensive
view of network topology. PathSolutions TotalView [11] is
another tool in this domain. It offers network performance
management features, including capabilities for mapping net-
work topology and troubleshooting network issues. Addition-
ally, NetBrain [12] offers capabilities to visualise infrastructure
changes and troubleshoot path performance across cloud and
hybrid environments. It identifies impacted services (monitor-
ing), although its focus is to find troubleshooting performance.

Efficient path determination algorithms are crucial for opti-
mizing network performance. In [13], Vinod et al. address net-
work traffic path computation in 5G Mobile Edge Computing
(MEC) systems through the usage of Dijkstra, demonstrating
its effectiveness in optimising Multi-access Edge Host (MEH)
selection and traffic path computation. A study by Roa-
Borbolla et al in [14] compare A* and PRM algorithms on
indoor fire simulations, concluding that A* is the best option
finding the optimal path but at the same time it requires
significant computational resources. Iskandar et al. carry out
another comparative study in [15] on search algorithms, which
concludes: "Most research indicate that A* algorithm and its
variants are usually more efficient in pathfinding due to their
flexibility”.

After extensive research conducted in various aspects of
network discovery and path finding in the context of multi-
tenant networking and 5G and beyond infrastructures, a gap
in the literature review has been found. No papers with an
algorithm or representation of the end-to-end network path in
such infrastructures has been found. In contrast, closed-source
tools such as [10], [11], [12] and [16] do not deal with the
service layer across devices, which makes them less suitable
for achieving optimal network path determination.
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III. DESIGN AND IMPLEMENTATION

This section explains the design of the testbeds used in
this study, and all the components that are used and deployed
to run the experiments. It is important to clearly understand
where and how the proposed E2E path calculation is done
to comprehend the significance of this matter. First, it is
started with the topology of the SGB network used. Then, it is
further detailed the proposed architecture to achieve topology
discovery and path finding.

A. Proposed Discovery Architecture

Fig. 1 illustrates the architectural overview proposed to
enable both network and service topology discovery and
network path calculation. The key component for discovering
topological information is the Topology Discovery Agent
(TDA). The TDA is deployed in each of the nodes available
in the multi-tenant 5G infrastructure, they are part of the
control plane of the ISP. To ensure complete and accurate
discovery of the network topology, the agent operates with
administrative privileges on the nodes. It has the responsibility
to periodically extract information about both the network
topology (the arrangement of devices and connections) and
the service topology (the services running on each device and
their interactions). This information is extracted from the node
itself and any elements connected to it. To avoid unnecessary
overhead, TDA only reports new or changed information to the
central Topology Discovery Registry (TD Registry) through a
Message Broker.

To avoid limitations in discovering connections between
services on different nodes, the system employs a Topology
Inventory Manager (TIM). TIM is a centralized component
that gathers information from multiple TDAs to understand
how services communicate across the network. In simpler
terms, it figures out how services are connected to each
other through their sockets. This includes understanding of
which services are running on which devices and how they
communicate with each other.

The TD Registry serves as a central repository for the
topological data. It receives, updates and stores the data,
making it accessible to the rest of components whenever
needed. The GUI renders the received topological graph into
a visual representation for end-users.

B. Data model

Devices are both physical and logical entities. Ports repre-
sent each network port available in the infrastructure. Services
are formed by processes and threads that altogether make a
software application carry out a task and are associated to a
Device. Sockets are communication endpoint that allows ser-
vices to communicate with each other. They are associated to
Services. Connections links each of the previously commented
entities (Device, Ports, Services and Sockets). Connections
facilitate the representation of relationships between them.
Data model are introduced in Subsection IV-A.

Figure 2 shows the topology of one of the multi-tenant 5G
infrastructures used in our experiment testbed for validation.

It is just an example of the ten topologies used to in the
experiments, they are depicted in Table 1. Devices (physical
and virtual) are inside the blue-dashed boxes, Ports are deter-
mined with a yellow dot, Sockets in purple and Services in
green. Regarding the connections, a pink line connects Devices
to Sockets, a grey line connects Sockets to Services, and a
yellow line connects Devices to Ports. It has the following
components. First, one CORE node connected to two different
servers (see top start-shape of the figure). That CORE node
has two different tenant with a 5G UPF network function
(see top-left and top-right start-shapes in the figure). They
are connected to 1 EDGE node (see centre start-shape in the
figure). The EDGE has two tenants with a CU allocated in
each of them. (See bottom and bottom-right start-shapes).

C. Implementation Details

The system for topology discovery and path calculation is
implemented in a Linux environment, with core architectural
components developed in Java 17. TDA integrates with Linux
namespaces and containers (ip netns, Docker, and LXC) to
support isolated execution environments. To gather compre-
hensive service topology data, TDA employs Linux inventory
tools (ps, ss, conntrack, and /proc filesystem). Additionally,
Linux tools are used to get device and network topologies
(Ishw and Ispci), software switches (Open vSwitch and Linux
Bridges) and LLDP/CDP Discovery tools (lldpcli).

Visualization of the network topology is achieved through
JavaScript interacting with the Cytoscape.js [17] library, al-
lowing for the creation of dynamic and interactive network
graphs within the graphical user interface (GUI). Data com-
munication is handled by RabbitMQ (version 3.12.7), which
utilizes the Advanced Message Queuing Protocol (AMQP) to
ensure reliable transmission. The topology data is stored in a
MySQL relational database, enabling efficient and structured
access. The system supports multi-tenancy through VXLAN
encapsulation and applies 5G GTP encapsulation for user data
within LTE and 5G networks, demonstrating its capability to
manage complex network scenarios and provide comprehen-
sive, isolated, and scalable network topology visualization and
management.

IV. PROPOSED ALGORITHM

This section described the proposed end-to-end network
path finder algorithm that is executed in the component “Path
Finder” found in Figure 1. It aims to find real path within a
network, considering various nodes (sockets, network ports,
devices, and services) and their connections.

The algorithm follows several key steps. First, during the
Topology Discovery phase, agents gather data on network
nodes and edges. Then, the path finder uses the proposed
algorithm to calculate the real path.

A. Definitions

o n°: Set of nodes representing sockets.
o n”: Set of nodes representing network ports.
o n?: Set of nodes representing devices.
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Fig. 2: Topology of the 5G infrastructure composed by 2 tenant, 1 edge and 1 core.

nP: Set of nodes representing services (processes).

e®t®: Set of edges representing connections from device
port to device port. Data plane interfaces have double
weight than other interfaces.

e®*d: Set of edges representing connections from device
port to device.

ess: Set of edges representing connections from socket
to socket.

estd: Set of edges representing connections from socket

to device.

es™P: Set of edges representing connections from socket
to process.

N*t: Complete set of nodes.

Et: Total set of edges.

EP: Partial set of edges, defined as total set of edges
excluding %5,

G?: Total Graph. (Nodes plus Edges)

GP: Partial Graph, defined as Total graph excluding e5**.
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. Pn _un,: Path calculated using G' from a given node

source n, to a node end n,.
e A*(G,s,e): Path of the Graph (G) with smallest cost
from source (s) to end (e) calculated using A* algorithm.

B. Equations

The following equations are the mathematical formalism
of some of the previously introduced definitions to provide
a unambiguous and reproducible approach to define the graph
used for the algorithm.

Un +Un +Un +Un
EP _Uext:v+Ue:vtd+Uestd+Uestp

E:W+U@S

Vi
GP =N JE?
@:MUE
re, =J¢!
j=s

Listing 1: Mathematical representation of nodes, edges and
graphs sets.

C. Explanation

The reader may wonder why there are two graphs defined,
one with and one without the connections between sockets.
The reason is that this type of socket-to-socket connection
is only a logical connection that does not represent the real
physical path where the network packets will transverse. In-
stead, they represent points where the network flow will always
transverse as they are the points where the encapsulation and
decapsulation among overlay networks are produced, and this
is the reason why such sockets are established.

It uses the complete graph G* to calculate the shortest path
between two given points in the graph. The result is a path
that naturally tends to traverse socket-to-socket connections
as they are only 1 hop (short cuts), rather than traversing
any other physical connection, which would result in longer
paths (number of hops). Thus, after determining the initial
path, we do have a number of connections between nodes
that create the path. If these connections are not socket-to-
socket, they are included in the final calculated path. However,
if they are socket-to-socket connections, the partial graph G?
is used to calculate the physical network path. This process
must be repeated for each socket-to-socket connection found,
and then these connections are added to the final path instead
of the original socket-to-socket connection. The result is the
real end-to-end path that the network flow will follow in the
infrastructure. Formally, it is defined as follows.

A*(Graph, Start, End) is a function that applies the
known search algorithm proposed by Hart et al. [18] and

deeply explained in [19]. At its core, A* evaluates nodes in a
given Graph to calculate the shortest path from Start to End.

Then, our proposed Gama algorithm for the calculation of
the real end-to-end path is defined as follow:

// Calculates end-to-end network path
Gama(ns, Ne)
Pr?an - A*(Gtvnsvne);
path = [J;
for X; C P(Cfl ny, do
if type(X;) == "edge” and
connectionType(X;) == "sts” then
| path = path U A*(Gp, start(X;), end(X;));
else
| path = path U X;;
end
end
Algorithm 1: Pseudocode for real end-to-end network path

calculation

It is worth mentioning that the Gama function makes
use of 4 different functions. type() return “edge” or node”
depending on the type of element inserted in the path (note
that a path is a set of nodes interconnected with edges, so
that we have both edges and nodes). connectionType() return
the type of connection for a given connection. The possible
values including xtx, xtd, sts, std and stp. start() and end()
are applied over an edge and provide respectively the start or
the end node that this connection is being connected to/from.

D. Time Complexity

To analyse the time complexity of this algorithm, it is
broken down each step to consider its computational cost.

o Initial A* Search: The first line of the algorithm performs
an A* search on graph G from node n, to node n.. The
time complexity of the A* algorithm, in the worst case,
is O(E), where E is the number of edges in the graph
G".

o Initialization of Path: Initializing the empty list path has
a constant time complexity, O(1).

o Loop Over Paths: The for loop iterates over each element
X; in the path PS", ~found by the initial A* search.
Let £ be the number of elements (nodes/edges) in this
path. Thus, time complexity is O(k).

o Condition Checks and Secondary A* Search:

— Condition Check: Checking the type and connection-
Type of X; is performed in constant time, O(1).

— Secondary A* Search: For each edge that meets the
specified condition, the algorithm performs another
A* search on graph GP. If this condition is true for
every element in k, the time complexity contribution
from this part would be k x O(E’), where E’ is the
number of edges in graph GP.

o Path Concatenation: Concatenating elements to the list
path happen in constant time for each element, resulting
in O(k) over all iterations of the loop.
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Combining these, the overall time complexity of the algo-
rithm is:

O(E) + O(k x E') + O(k)

Here, O(FE) is the complexity of the initial A* search,
O(k x E') is the complexity of the secondary A* searches,
and O(k) accounts for the concatenation operations. Given
that k represents the number of elements in the initial path,
and assuming k is significantly smaller than E and E’, the
dominant term in the complexity expression is O(k x E').
Thus, the efficiency of the algorithm primarily depends on the
structure and size of graphs G and GP, as well as the number
of elements in the path found by the initial A* search.

The time complexity of the algorithm is influenced by both
the initial and secondary A* searches, and can be represented
as:

O(E) + O(k x E')

where E and E’ are the number of edges in graphs G°*
and GP respectively, and k is the number of elements in the
initial path. This complexity indicates that the algorithm is
feasible for practical applications within the specified network
constraints, provided if £ remains relatively small.

V. VALIDATION EXPERIMENTS

To demonstrate the feasibility of the proposed algorithm, it
has been validated using a realistic emulated multi-tenant 5G
network infrastructure. The testbed carries out the execution
of 10 different network topologies, each of which was with
a different topological fingerprint. This enables the execution
and further validation of the algorithm. Later on, the results
have been manually validated to confirm the network flows
are actually passing by the calculated end-to-end path.

A. Testbed and experiments design

The authors have enhanced their prior work regarding
topology discovery [20], [21], [S] to have enough accuracy
to run the algorithm. The emulation tool used to deploy the
scenarios is CORE Emulator v8.0 [22]. It is a Kubernetes-like
tool to emulate each of the different devices and networks on
the infrastructure. Furthermore, this testbed uses a computing
platform equipped with an Intel(R) Xeon(R) CPU E5-2630 v4
running at 2.20GHz with 10 cores and 16 GB of DDR4 RAM
clocked at 2400 MHz. While the Operating System running
is Ubuntu 20.04. All the experiments have the control plane
configured, and thus there are socket-to-socket connections
between tunnelling end-points.

B. Performance Analysis

The testbed has executed the algorithm across 10 different
multi-tenant 5G network infrastructures, ranging the number
of edges from 2 to 16 and the number of tenant from 1 to 2
to compare multi-tenant and non-multi-tenant scenarios. This
variability of the topologies is summarised in the first two
columns of Table I. The analysis of the algorithm performance
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Fig. 3: Comparison of performance metrics for different num-
ber of tenants

is shown in Table 1. It reveals insights into the behaviour of the
proposed algorithm. Notably, as the number of edges increases,
both the algorithm and rendering times exhibit an upward
trend. Topology discovery time varies significantly depending
on network complexity. A single tenant with one edge takes
10 ms (std dev 1.13 ms), while increasing to 16 edges raises
this to 71 ms (std dev 17 ms). Similarly, two tenants with
one edge each require only slightly more time (14 ms, std dev
1 ms). The most demanding scenario — two tenants with 16
edges each, totaling over 7,000 nodes — takes 118 ms (std dev
28 ms) for full discovery and flow path calculation.. To allow
the reader to better understand what that means in terms of the
size of the graph, the table also shows the number of nodes
and edges available in each of such scenarios. These results
show the high scalability of the algorithm and its capability
to adapt and scale to different network sizes and complexities,
being it lower than a linear scalability when compared graph
sizes against execution times. Figures 3a and 3b show visually
the behavior described above, providing graphical clarification
of the algorithm’s performance with infrastructure variations.

C. Visual Representation

Fig. 2 shows the result of the end-to-end path calculation
for the scenario of 2 tenants and 1 edge. Reader can see the
calculated end-to-end path in the connections with thicker line
as a way to validate the path. Each of the nodes which the
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TABLE I: Performance metrics

Tenant | Edges | Original Path Size | Final Path Size | Total Nodes + Edges | Algorithm Elapsed T (ms) | GUI Rendering T (ms)
1 1 15 29 469 10 + 1.1338 6 + 1.3093
1 2 15 29 698 13 + 2.2360 9 + 59371
1 4 15 29 1195 18 + 3.3166 13 +3.2403
1 8 15 29 2345 38 +3.1819 32 +7.2456
1 16 15 29 4638 71 + 17.8168 64 + 16.5850
2 1 15 29 719 14 + 1.0000 8 + 1.2909
2 2 15 29 1101 17 £ 1.3228 11 £ 1.1180
2 4 15 29 1958 30 + 6.0415 24 + 4.5276
2 8 15 29 3736 46 + 4.5138 46 + 7.5083
2 16 15 29 7035 118 + 28.3989 180 + 51.0521
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